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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1. A request for continued examination under 37 CFR 1.114, including the fee set forth in 37 
CFR 1.17(e), was filed in this application after final rejection. Since this application is eligible for 
continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) has been timely 
paid, the finality of the previous Office action has been withdrawn pursuant to 37 CFR 1.114. 
Applicant's submission filed on filed on 10/23/2008 has been entered. Claims 1-16 remain pending 
in this application. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this tide, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would 
have been obvious at the time the invention was made to a person having ordinary skill in 
the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

3. Claims 1-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over Allison et al. 
(WO 200271234 A) hereinafter referred to as Allison in view of Gould et al. (US 20040199592 Al) 
hereinafter referred to as Gould and further in view of Mazur (US Patent # 7,424,209). 

As per claims 1 and 8: Allison disclosed a method for detecting an undesirable condition 
(spam) within a messaging network [abstract, Page 1, Lines 12-17 and Page 7, Lines 20-30], 
comprising: receiving a message [Page 6, Line 27, receiving message] ; incrementing a source counter 
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and updating the timestamp [Page 15, Lines 12-14 & Lines 30-32, Page 19, Lines 8-14, Page 19, 
Lines 15-19]; comparing the source counter to a source threshold; and when the source counter 
exceeds the source threshold over the course of a predetermined amount of time, triggering an 
alarm indicative of an undesirable condition [Page 14, Lines 7-8, Page 19, Line 15 through Page 20, 
Line 8, Page 21, Lines 10-15 and Fig. 6 # ST9-ST11]. 

Allison substantially disclosed the invention as claimed. However, Allison was silent about 
specific language of "updating the an array of timestamps with a new entry corresponding to a time 
at which the message from the source was received, the array of timestamps including a timestamp 
entry for respective source counter increments: removing entries in the array of timestamps that are 
older than a fixed window size, and decrementing the source counter for each entry so removed;" as 
recited in the amended claims 1 and 8. 

However, as evidenced by the teachings of Gould, "updating the an array of timestamps 
with a new entry corresponding to a time at which the message from the source was received, the 
array of timestamps including a timestamp entry for respective source counter increments: removing 
entries in the array of timestamps that are older than a fixed window size, and decrementing the 
source counter for each entry so removed;" was known in the art at the time the invention was made 
(see Gould, Abstract, Figs. 2-4, Page 1, IfOOl 1 through Page 2, ^[0019, Page 3, ^0035 through T|0038, 
Page 3, TJ0041 through Page 4, T|0048). Thus, it is respectfully submitted that it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to take the teachings of 
Gould related to detecting and preventing spam from a specific source and have modified the 
teachings of Allison, in order to "determine whether e-mail messages originating from an IP address 
are spam and, if identified as spam, for limiting e-mail traffic originating from that IP address" 
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(Gould, page 1, ^fOOlO) and " for differentiating between legitimate e-mail and spam and for 
managing the bandwidth available for e-mail messaging to a particular IP address assigned by an 
IAP" (Gould, page 1, tOOl 1). 

The already combined teachings of Allison and Gould substantially disclosed the invention 
as recited in the claims. However, the already combined teaching does not explicitly recite iterating 
through the array of timestamps to access timestamps associated with the counters. However, in 
these arts, Mazur discloses iterating through the array of timestamps to access timestamps associated 
with the counters (see Mazur, Figs. 5-6, creating real-time array of timestamps [Column 6, line 47 
through Column 7, Line 16]; Column 8, Lines 43-63; and Column 9, Line 1 through Column 10, 
Line 8). Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to take the teachings of Mazur related to the methodology of generating and 
navigating through array of timestamps and have modified the already combined teachings of 
Allison and Gould in order to properly determine specific time events associated with the data 
communications (see Mazur, Column 9, Lines 38-67). 

As per claim 2: Allison further disclosed identifying a destination for the message [Page 14, 
Lines 9-11, receiving (destination) party is identified through plurality of identifiers] ; incrementing a 
destination counter [Page 15, Lines 29-32, next time the message is received having the same 
parameters, locating previously created entry in the database and incrementing the counter] ; 
comparing the destination counter to a destination threshold; and when the destination counter 
exceeds the destination threshold over the course of another period of time, triggering a destination 
alarm [Page 14, Lines 11-17, Page 20, Lines 12-16]. 
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As per claim 3: note that Allison disclosed that the source threshold and the destination 
threshold comprise different values [Page 13, Table 1, attribute "Threshold" reciting different 
threshold levels] . 

As per claims 4 and 9: note that Allison disclosed that the message is a short message system 
message [Allison disclosed the message been a shot message service message throughout the entire 
document (e.g. Page 24, Lines 15-16, a mobile subscriber origination SMS message destined for 
another mobile subscriber]. 

As per claims 6 and 10: note that Allison disclosed wherein the messaging network 
comprises a wireless network [Fig. 7 and Page 21, Lines 16-18, wireless network]. 

As per claims 7 and 11: wherein the source comprises a network user and the destination comprises 
an intermediary vendor [Fig. 7, source/ sending MS and receiving MS including intermediary 
elements including a proxy/gateway, the source been utilized by a mobile subscriber (see Page 21, 
Lines 16-23)]. 

As per claim 12: Allison disclosed a method of detecting a routing loop (undesired flooding 
condition in SMS messaging communication in a telecommunications network), comprising: 
monitoring message traffic passing through an intermediary interconnecting at least two 
telecommunication service providers [Fig. 8, intermediary SMS MPP receiving SMS message via SS7 
or IP communication link (see also page 25, Lines 4-32, Fig. 7, source/ sending MS and receiving MS 
including intermediary elements including a proxy/gateway, the source been utilized by a mobile 
subscriber (see Page 21, Lines 16-23)]; as message traffic passes through the intermediary, creating 
an entry in a database [Page 15, Lines 6-12, Lines 26-29 and Page 19, Lines 8-14, performing lookup 
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in the database and if failed to locate a matching node from the message an entry in the database is 
created for the originating node/ entity] , setting a source address counter to a predetermined number 
and storing a timestamp corresponding to a time at which a first message passed through the 
intermediary [Page 13, Table 1], and incrementing the source address counter and updating the 
timestamp each time the first message again passes through the intermediary [Page 15, Lines 12-32, 
Page 19, Lines 8-14, Page 19, Lines 15-19; Fig. 7, proxy (intermediary) component, timestamp and 
counter functions, Fig. 8 and Page 25, Lines 4-32]; as message traffic passes through the 
intermediary, creating an entry in a database, setting a destination address counter to a 
predetermined number and storing a timestamp corresponding to a time at which a second message 
passed through the intermediary, and incrementing the destination address counter and updating the 
timestamp each time the second message passes through the intermediary [Page 15, Lines 21-32, if 
entry in the database is not present, creating one and incrementing the counter and Fig. 8, 
intermediary SMS MPP]; comparing the source address counter and destination address counter for 
a given source address and a given destination address, respectively to a source address threshold 
and destination address threshold; and when the source address counter and destination address 
counter, respectively exceed the source address threshold and destination address threshold over the 
course of a predetermined amount of time, triggering an alarm indicative of a routing loop [Fig. 6 # 
ST9-ST11, Page 14, Lines 7-8, Page 19, Line 15 through Page 20, Line 8, Page 21, Lines 10-15 and 
Page 20, Lines 12-16, Allison taught a sender/ source counter associated with source threshold and 
similarly destination counter associated with a destination threshold (See Page 13, Table One) and 
performing a comparison function and when the SMS message transmission rate reach the 
predetermined threshold indicating a flooding alert and taking appropriate actions] . 
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Allison substantially disclosed the invention as claimed. However, Allison was silent about 
specific language recited in the claims, which read, ". . .adding a new time stamp to an array of time 
stamps each time a first message pass through intermediary. . .and adding a new timestamp to 
another array of timestamps each time the second message passes through the intermediary" as 
recited in claim 13. However, Gould taught capturing and adding an originating IP address (i.e., 
source) and timestamp of each electronic mail message passing via the intermediary (i.e., the Email 
Governor), each message received from a specific source by adding a time stamp in an array of 
messages associated with the source IP address, where the message originated (See Gould, Fig. 6, # 
620, Figs. 2-4, page 2, 1(0017-0019 and Page 3, f)035-0038 and Page 3, ^0041 through Page 4, 
1J0045). Thus, it is respectfully submitted that it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to take the teachings of Gould and have modified the 
teachings of Allison, because such modification enables "differentiating between customers who 
"use" e-mail and those who "abuse" e-mail in a shared network environment by measuring the 
number of e-mail messages sent per unit of time (the "e-mail message rate")" (see Gould, Page 2, 
t001 7). 

The already combined teachings of Allison and Gould substantially disclosed the invention 
as recited in the claims. However, the already combined teaching does not explicitly recite iterating 
through the array of timestamps to access timestamps associated with the counters. However, in 
these arts, Mazur discloses iterating through the array of timestamps to access timestamps associated 
with the counters (see Mazur, Figs. 5-6, creating real-time array of timestamps [Column 6, Line 47 
through Column 7, Line 16]; Column 8, Lines 43-63; and Column 9, Line 1 through Column 10, 
Line 8). Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
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invention was made to take the teachings of Mazur related to the methodology of generating and 
navigating through array of timestamps and have modified the already combined teachings of 
Allison and Gould in order to properly determine specific time events associated with the data 
communications (see Mazur, Column 9, Lines 38-67). 

As per claim 13: note that Allison disclosed that the source address threshold and the 
destination address threshold comprise different values [Page 13, Table 1, attribute "Threshold" 
reciting different threshold levels] . 

As per claim 14: note that Allison disclosed that the message traffic comprises short message 
service (SMS) messages [Allison disclosed the message been a shot message service message 
throughout the entire document (e.g. Page 24, Lines 15-16, a mobile subscriber origination SMS 
message destined for another mobile subscriber]. 

As per claims 5 and 15, the already combined teachings of Allison and Gould disclosed the 
invention as claimed above in claims 1 and 12. However, the already combined teachings did not 
mention the messaging system allowing number portability or detecting routing loops caused by 
number portability. However, examiner note that it was known in the art t the time the invention 
was made, that a number portability causes a routing loop (for example, see applicant's admitted 
prior art on page 2, ]|0004 stating "undesirable looping can often occur in the context of number 
portability. . ."). Thus, the fact that such a routing loop is caused by number portability does not 
further limit the invention as claimed. Furthermore, as evidenced by the teachings of Garcia, the use 
of number portability was commonly known in the art at the time the inyention was made (see 
Garcia Abstract, Column 9, Lines 1-26). Thus, it is respectfully submitted that it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to take the teachings of 
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Garcia (i.e. commonly known in the art of communication) and have modified the already combined 
teachings of Allison and Gould, because "Number Portability allows the end user to keep his/her 
telephone number when moving the subscription from one network provider to another" (See 
Garcia, Column 1, Lines 24-26). 

As per claim 16: note that Allison disclosed that the telecommunications network comprises 
a wireless network [I ; ig. 7 and Page 21, Lines 16-18, wireless network]. 



Response to Arguments 

4. Applicant's arguments with respect to claims have been considered but are moot in view of 
the new ground(s) of rejection. 



1 Note: If further prosecution on the merits of the instant application is pursued, applicant is 
strongly encouraged to further incorporate into the independent claims the details on the 
implementations of the rolling and sliding window sizes by replacing timestamps and counters with 
a container/ array of timestamps; the operation of garbage collection in removing elements from the 
container/ array of timestamps in a hash table in accordance with the rolling and sliding window 
sizes and further in combination with the details of how the removal of timestamps associated with 
two counters is performed (as recited in the specification, page 7, ]f 0020 through page 8, ](0022). It 
is examiner's opinion that such modification would help overcome the prior art of record and 
perhaps place the application in better condition for allowance. 
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Conclusion 

5. Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Yemane Mesfin whose telephone number is (571)272-3927. The examiner can 
normally be reached on 9:30 AM -7:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
William Vaughn can be reached on 572-272-3922. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR system, 
contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like 
assistance from a USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Yemane Mesfin/ 
Examiner, Art Unit 2444 



